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Binh Dinh, ngay-€ thang 5 ndm 2024

KE HOACH
duc phap luit vé an toan thong tin, an ninh
ng toi pham trén khong gian mang

ian vlra qua, tinh hinh t0i pham mang, t6i pham cdng nghé cao tiép
Ien phirc tap, véi phuong thic, thy doan ngay cang tinh vi, gia tang
vu voi tinh chét, mic d6 ngay cang nghiém trong, gy b xic trong

quan ching nhan dan. Cong tac tuyén truyén, phé bién kién thirc phédp luat vé an
toan, an ninh mang, canh bao vé t61 pham mang, t6i pham sir dung céng nghé cao
da duoc tién hanh thudng xuyén, song hiéu qua chua cao, chua huy dong dugc stic
manh cta ca hé théng chinh tri, cdc nganh, cic cip, té chirc, doanh nghiép, chua
tao su chuyén bién ro nét trong nhén thire, y thire canh gide ctia Nhan dén.

Nhim tiép tuc nang cao nhén thirc cho can b9, cong chic, vién chic, quan
ching Nhan dan va tang cuodng hiéu qua cong tac phong, chéng toi pham trén
khong gian mang, Tiéu ban Chi dao An toan, An ninh mang tinh Binh Dinh ban
hanh ké hoach tuyén truyén phong, chéng toi pham trén khéng gian mang vai cac
néi dung nhu sau:

L. MUC PiCH, YEU CAU

- Tang cuong sy lanh dao cta céc cép uy Dang, chinh quyén; nang cao trach
nhiém, su vao cudc ciha céc ca‘ip, céc nganh, td chic chinh tri - x4 héi, doanh
nghiép; phat huy sirc manh tong hop cta ca hé thong chinh tri va toan déan trong
tuyén truyén, ddu tranh phong, chéng t01 pham trén khéng gian mang, tao thanh
cac chién dich tuyén truyén sau rong trong Nhan dan.

- Nang cao nhén thic cho can bg, cong chire, vién chire, luc luong vii trang
vd quan ching Nhéan dan kién thuc phép Iudt vé& an toan, an ninh mang, phuong
thire, thi doan va cac k¥ ning nhan biét, phong nglra hoat déng t6i pham trén
khéng gian mang; huy déng duge can b, cong chtc, vién chiec, quan chiing Nhin
dan tich cyc tham gia phong, chéng toi pham trén khéng gian mang.

- Cong tac tuyén truyén duoc tién hanh bing nhiéu hinh thirc linh hoat, sing
tao, phu hop, hiéu qua gin véi cong tac bado dam an ninh mang va phong, chng toi
pham st dung cong nghé cao (ANM&PCTPSDCNC). Nbi dung tuyén truyén phai
lién tuc ddi moi, da dang, bam sat thuc té, kip thoi truyén tai, théng tin cho nguoi
dan vé cac phuong thire, thi doan t§i pham trén khong gian mang.

- Viéc trién khaj thuc hién Ké hoach dam bao thiét thuc, hiéu qud, phu hop
Vol chiic ndng, nhiém vy ctia timg co quan, ban, nganh, dia phuong, tao su lan toa
sau rong trong xa hoi; dong thoi, thuc hién nghiém Nghi dinh sb 42/2022/NP-CP
ngay 24/6/2022 ctia Chinh pht quy dinh vé viéc cung cip thdng tin va dich vu
cong truc tuyén clia co quan Nha nudc trén moi trudng mang trong viéc cung cép
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thong tin, tai liéu v& tinh hinh cong tac phong, chéng t61 pham trén khong gian
mang phuc vu tuyén truyen.

II. NOI DUNG THUC HIEN

1. Pham vi, dbi twong

- Pham vi: Tuyén truyén trén toan tinh.

- péi tuong: Cén bo, dang vién, cong chue, vién chirc, hoc sinh, sinh vién,
nguoi lao dong, luc lugng vil trang va quan chung Nhan dan trén dia ban tinh.

2. Noi dung tuyén truyén

- Céc quy dinh ctia phép luat vé cong tac dam bao An toan théng tin, an ninh
mang, bao vé bi mét nha nudc trén khong gian mang, bao vé dit liéu cd nhan,
phong, chbng t6i pham sir dung cong nghé¢ cao a3 lira dao chiém doat tai san trén
khong gilan mang, nhu: Luét Hinh sy, Luét An toan thong tin mang, Luat An ninh
mang, cac Nghi dinh: Nghi dinh 53/2022/ND-CP ngay 15/8/2022 cta Chinh phu
quy dinh chi tiét mot <6 didu ciia Luat An ninh mang, Nghi dinh sé 13/2023/ND-
CP ngay 17/4/2023 cua Chinh phu vé bao vé dit liéu ca nhén, Chi thi sb 02/CT-
TTg ngdy 04/7/2018, Chi thi sb 14/CT-TTg ngay 25/5/2018 ctia Thu tuéng Chinh
phu v& cong tac bao vé bi mat nha nude trén khong gian mang va nang cao nang

r

luc phong chong, chéng phan mém ddc hai, ...

- Nhiing phuong thic, thu doan, ddc didm nhan biét va cach phong tranh doi
v6i loai t0i pham lira déo chiém doat tai san trén khong gian mang. Trong do, tap
trung tuyén truyén vé: ® Thi doan goi dién gié danh cén bd Nha nuéce dé lira dao
chiém doat tai san; @ thu doan loi dung long tham cua cac cd nhan thong bdo tring
thuong 1on a4 chiém doat théng tin cd nhan, tai khoan ngin hang, yéu cAu chuyén
tien; @ thu doan chiém quyén str dung tai khoan (mang xa hoi Facebook, Zalo...),
lap tai khoan mao danh ngudi khac, tuyén cong tac vién lam viéc online, thi doan
lgi dung cong nghé Deepfake lam gia cudc goi video... dé thyc hién hanh vi lua
dao chiém doat tai san. Trong d6, trong tAm tuyén truyén theo khAu higu “4

khong', 2 phai*”.

ma ngudi la mat g dén c6 ndi dung x4au lién quan dén c4 nhan va ngudi than; @ Khong tham:
khi c6 ngudi la goi dién hodc gl tin nhén théng bao dugc trung thudng hodc nhén duge khoan
tién 16m khong rd ngudn gdc thi khong dugc tin 1o céc ddi tugng; @) Khéng két ban véi nguoi
la: khi ¢6 nguoi la mat trén mang x& hoi két ban lam quen kKhong 10 14 ai, muc dich thi khong
nén két ban, bat chuyén, nhat la khong duge cung chp cac thong tin cd nhan dé déi tugng co thé
loi dung; ) Khong lam: khi cic o4 nhan khong quen biét yéu cau cung cdp thong tin ¢4 nhan
hodc yéu cau chuyén tidn hay lam mot s6 viéc thi tuyét dbi khong duge lam theo.

| w4 khong” la: O Khong so: khong hoang so khi nhan dugc dién thoai, tin nhan, céc thong tin

2« phai” 1a: ) Phdi thuwong xuyén canh gidc: chi dong bao mat cdc théng tin c& nhan, nhét 12
cac thong tin quan trong nhu: Thong tin thé can cudc cong dén; thong tin tai khoan ngén hang;
thong tin tai khodn mang xa hoi...; @ Phai t6 gidc ngay vdi co quan phdp lugt khi cé n ghi ngo:
khi nhén dugc cac cudc goi, tin nhin hodc cdc noi dung nghi ngd 12 hoat dong lra dao hodc
khong c6 co sO khing dinh ndi dung thi céc c4 nhan phai bédo ngay cho co quan phap luit (co
quan Cong an, chinh quyén dia phuong...) dé duoc hudng dan xir ly.
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- Tam quan trong cla viée béo vé cdc thong tin dir lidu c4 nhan; néng cao y
thirc canh gidc trong viéc cung cap céc théng tin ¢4 nhéan ciing nhu viée xéc thuc
con nguoi trude khi thuc hién viée cac giao dich trén moi truong mang, nhét 13
hoat dong chuyén tién béng hinh thirc internet banking; hiu qua, tic hai cla viéc:
bdn, cho thué, cho mugn tai khoan ngan hang, dé cac déi twong xdu st dung tai
khoan ngan hang ctia minh phuc vu viéc chuyén, nhin tién, 1am dAu ra cho tai san
chiém doat duoc.

- Két qua cong tac phong nglra, phat hién, d4u tranh, ngan chan cua luc
]qug chitc nang véi t6i pham mang, t0i pham sir dung céng nghé cao dé lira dao,
chiém doat tai san trén khoéng gian mang.

3. Hinh thie tuyén truyén

Phéi hop théng nhét, chdt ché gifta cc s6, ban, nganh, doan thé, sir dung tbi
da cdc phuong tién, didu kién théng tin tuyén truyén hién c6 va cic hinh thirc tuyén
truyén truyén théng, nghién clu, ap dung céc hinh thic, phuong phap, phuong tién
théng tin tuyén truyén méi, phong pht, da dang v& hinh thirc phtt hop véi thue té
cua don vi, dia phuong. Chu trong viéc phat huy vai trd ctia ngudi co uy tin, dién
hinh tién tién trong cdng tac tuyén truyén. Cu thé:

ghép ndi dung trong cic héi nghi, 16p hoc, trong céc buoi sinh hoat ctia co quan,
don vi... vé Chu truong, dudng 161, chinh sach cuia Pang, phap Iuét cia nha nudce
vé cbng tdc dam bao An toan théng tin, an ninh mang, bao vé bi mat nha nude trén
khéng gian mang, bao vé di liéu cd nhén, phong, chéng t6i pham st dung céng
nghé cao dé lira dao chiém doat tai san trén khong gian mang.

- Tuyén truyén truc tiép: Té chirc hoi nghi tap huén, tuyén truyén hoic long

- Tuyén ﬁ:uyéﬁ trén mang Vién théng, CNIT va trén khéng gian mang:
Thuong xuyén tong hop théng tin, xdy dyung cdc bai viét, phéng su ngédn gon, dé
hiéu... van dung céc tng dung dién tir, cdc dich vu vién thoéng, CNTT (SMS
Brandname), céc trang mang xi hoi (Fanpage, Zalo...), céc trang/cong théng tin
dién tir... nhanh chéng dua thong tin vé phuong thirc, tht doan ciia cac dbi tuong,
cac phuong phdp phong, chong t6i pham mang, t0i pham ltra déo, chiém doat tai
san trén khong gian mang mét cach nhanh nhét dén VOl cac cd nhén tham gia
khong gian mang.

- Tuyén truyén qua phuong tién thong tin dai ching: Béo, dz‘li’truyén thanh -
truyén hinh cua dia phuong va luc lugng Coéng an nhan din, hé thong phét thanh
co s dé dang tai, phat séng céc tin, bai, phong su, video clip...

- Tuyén truyén béng cdc hinh thire ¢6 dong: T chirc vé khiu hiéu, bang ron,
to roi ¢6 ndi dung pht hgp véi timg déi tuong; tao hinh &nh tryc quan sinh dong dé
hiéu, dé nhén biét va d& ghi nhe, hudng t6i dong ddo ngudi dan, cdc ca nhan it cé
diéu ki¢n tiép nhén théng tin bang cdc hinh thirc khic.

III. PHAN CONG NHIEM VU

1. Cong an tinh

- Thyc hién vai trd 13 co quan thuong truc ctia Tiéu ban An toan, an ninh
mang tinh, tham muu Tinh ty, UBND tinh chi dao cac s¢, ban nganh, chinh quyén
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dia phuong thuc hién c6 hiéu qua K& hoach tuyén truyén phong chéng hoat dong
vi pham phap luét trén khong gian mang trén dia ban tinh.

- Chi dao Cdng an céc huyén, thi xa, thanh phé tham muu cho UBND cung
cép tang cuong cdng tac tuyén truyén néng cao nhén thic, y thic canh giae cua
can bd, dang vién, hoc sinh, que‘“m chiung Nhén dan trong phong, chéng t0i pham
mang, t6i pham lira dao, chiém doat tai san trén khong gian mang.

_ Chu tri, trién khai cdc bién phap cong tAc nhdm kip thoi phét hién, ngan
chin, déu tranh, Xt ly d6i v6i cac hanh vi vi pham phép luét vé bao dam an toan,
an ninh mang. Quyét tam lam giam va tién t61 han ché thap nhét s6 vu lién quan toi
pham mang, téi pham ltra d4o, chiém doat tai san trén khong gian mang.

_ T4 chitc cac hoat dong tuyén truyén bang céc hinh thirc phi hop theo chire
nang, nhiém vy ciia Cong an tinh, nhu: tuyén truyén trén cac phuong tién thong tin
dai chiing, béo dai, cac trang mang x4 hot...

_ T4 chitc in &n; chp phét to roi c6 ndi dung thong béo, canh bdo vé céc
phuong thire, thu doan cua cac d6i tuong hoat dong vi pham phép luét trén khong
gian mang dén cac cc co quan, doanh nghiép, co s& giao duc trén dia ban tinh.

- Phéi hop véi cac co quan, don vi lién quan ddy manh tuyén truyén, vén
dong va t4 chtrc bang cac hinh thuc, bién phéap hiéu qua cho can bd, dang vién,
codng chirc, vién chire va cac tAng 16p Nhan dan tich cuc tham gia phong, chéng toi
pham mang, tdi pham [ra dao, chiém doat tai san trén khong gian mang. Chu tri
viéc cung 0, phat huy vai tro hoat ddng cua cac mo hinh quan ching béo v¢ an
ninh, trit ty & co so trong cdng tac tuyén truyen. T4 chirc so két, tong két cac md
hinh, dién hinh tién tién; nhan rong cac mod hinh hay, hoat dong hiéu qua.

2. P& nghi Ban Tuyén gido Tinh iy

- Chi dao hé thdng tuyén gido céc cép tb chue tuyén truyén vé cong tac dau
tranh phong, chéng hoat dong sir dung khong gian mang tuyen truyén, xuyén tac
tinh hinh chinh tri, pha hoai tu tuong, phé hoai noi bo, chong DPéng, Nha nudc,
ding tai thong tin xau, doc, sai su that...; tuyén truyén, canh bdo vé& 4m muu,

phuong thuec, tht doan cua cac loai t61 pham trén khong gian mang.

- Tham muu Ban Chi dao 35 tinh chi dao Ban Chi dao 35 tai céc dia
phuong, co quan, don vi trén dia ban tinh tham gia viét bai, chia sé thong tin canh
bao, huéng dan Nhéan dén canh giac phong ngura, phat hién t6i pham trén khong
gian mang.

3. S& Thong tin va Truyén thong

- Tham muu, trién khai viéc 4p dung cac giai phap cong nghé thong tin trong
cong tac tuyén truyén, phd bién, gido duc phép luat vé an toan thong tin, an ninh
mang, bao vé BMNN trén khéng gian mang. Phéi hop véi céc 56, ban, nganh, dia
phuong trién khai cdc ndi dung tuyén truyén céc quy dinh cua phap ludt trén linh
vuc an toan thong tin, an ninh mang, phong chdng cac hoat dong vi pham phép luat
trén khong gian mang.

- Huy ddng cac phuong tién thong tin, dai chung, bao dai, cac cdng/trang



thong tin dién tu déng tai céc théng tin lién quan dén cong tac dam bao An toan
thong tin, an ninh mang, bao vé bi mat nha nude trén khoéng gian mang, bao vé dir
liéu cd nhan, phbn’g, chéng toi pham su dung céng nghé cao; cic phuong thire thu
doan llra ddo, chiém doat tai san cia céc ddi tuong trén khong gian mang...; két
qua dau tranh véi c4c déi tuong pham t6i trén khong gian mang bing c4c hinh thic
pht hop.

4. 86 Gido duc va Pao tao

Tang cuong cong tdc tuyén truyén, gido duc phap luit vé an toan, an ninh
mang, quy tdc tng xir trén khong gian mang, qua dé nang cao nhén thic cho cdn
bd, cong chuc, vién chure, hoc sinh, sinh vién v& 4m muu phuong thire, thi doan
cua tdi pham mang, cac déi tuong c6 hoat dong lira dao, chiém doat tai san trén
khong gian mang; huéng din gido vién, can bd, hoc sinh, sinh vién xir ly tinh
hudng khi cac ddi tugng lién lac dén thuc hién hanh vi ltra do.

5. 86 Vin héa, Thé thao va Du lich

Phéi hop véi cic sd, ban, nganh nghién ctru dua céc nbi dung phong, chéng
t0i pham mang, t6i pham ltra &40, chiém doat tai san trén khéng gian mang vao céc
chuong trinh viin héa, viin ngh¢; da dang ho4 hinh thirc tuyén truyén nham dua céc
ndi dung can truyén tai di vao cudc séng that dé hiéu, d& nhg.

6. Dai Phat thanh va Truyén hinh tinh, Bdo Binh Dinh

Phéi hop véi Céng an tinh ting cudng cong tdc tuyén truyén dé nguoi dan
nam rd phuong thirc, thu doan cac déi tuong thudng xuyén tién hanh dé ltra déo
trén khong gian mang va phuong phép xir Iy tinh hudng khi gap cac doi tugng trén.

7. Ngiin hang Nha nuéc chi nhanh tinh Binh Dinh

- Phéi hop véi Cong an tinh 6 chtrc céac Hoi nghi tdp huan nang cao nhan
thic, trdch nhiém va hanh dong cua cac t6 chirc, c4 nhan lién quan trong chip hanh
cac quy dinh ctia phap luét vé an toan thong tin, an ninh mang, bao vé BMNN, di
liéu cd nhan trén khong gian mang.

- Thuong xuyén td chite tuyén truyén, canh bdo vé céc thi doan ciia toi
pham st dung céng nghé cao tai céc phong giao dich, trén cac tng dung ngén
hang.

8. Cac doanh nghiép vién thong, Internet trén dia ban tinh

Phdi hop véi Cong an tinh t6 chirc tuyén truyén sau rong trén céc Uing dung
CNTT, mang Vién théng... cta céc doanh nghiép vé cac loai phuong thirc, thi
doan ctia tdi pham trén khéng gian mang, nhu: G tin nhin SMS, tin nhéan qua céc
ung dung ctia cdc nha mang cac thong diép canh bdo cac phuong thitc, thi doan
cua tdi pham trén khéng gian mang.

9. Uy ban nhan din cic huyén, thi xa, thanh phé
- Chu ddng chi dao x4y dung ké hoach va trién khaj thuc hién ¢ dia phuong

minh. Phai x4c dinh, cong tac tuyén truyén 13 cong téc quan trong, then chét trong
nang cao nhén thic, v thite canh giac de phong, chong hoat dong vi pham phép

lugt trén khéng gian mang.
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- Tang cudng cong tac tuyén truyén, nang cao nhan thic cho cén bo, dang
vién, cdng chuec, vién chue, ngudi lao dong va céc tang 16p Nhan déan cdc quy dinh
cuia Nha nudc vé cong tac dam bao An toan thong tin, an ninh mang, bao vé bi mat
1ha nude trén khong gian mang, bao vé dit liéu ca nhan, phong, chong t01 pham su
dung céng nghé cao 43 ltra dao chiém doat tai san trén khong gian mang; phuong
thirc, tht doan cta toi pham mang, t6i pham sur dung cong nghé cao.

- Thudng xuyén da dang hod cac hinh thuc tuyén truyén, trong do cén chu y
dén céac truong hop it duge tiép can thong tin, cac trudng hop nhe da, ngudi co
hoan canh khé khan, ngudi co trinh d6 nhan thic chua cao... dé to chirc tuyen
truyén. Chu trong dén céc ca nhan la ngudi c6 uy tin trong dong bao dén toc thiéu
s6, ngudi ding dAu t& chitc, ngudi ¢ anh hudng dén nhiéu nguoi dé tuyén truyén
mot cach hiéu qua.

1L TO CHUC THUC HIEN

1. Cin c ndi dung ké hoach nay, cac S&, ban, nganh, dia phuong, to chure,
doan thé, doanh nghiép nghiém tic trién khai thuc hién.

2. Dinh ky 06 thang (trudc ngay 10/6), 01 ndm (trudc ngay 10/12) cac co
quan, ban, nganh, dia phuong, t& chire, doan thé, doanh nghiép td chtrc dnh gia va
bio cao két qua cong tac tuyén truyén v2 Tiéu ban Chi dao An toan, an ninh mang
tinh Binh Pinh (qua co quan thuong truc I Phong An ninh Chinh tri ngi bo, Cong
an tinh Binh Dink) dé tong hop, béo cdo Chu tich UBND tinh, Ban Chi dao An

toan, An ninh mang quoc gia.

3. Kinh phi thuc hién ké hoach tir ngubn kinh phi thudng xuyén Vi cac
ngudn kinh phi hop phdp khac (néu c6) theo quy dinh ctia phap luét.

4. Giao Cong an tinh la don vi thudng truc gitip Tiéu ban Chi dao An toan,
an ninh mang tinh hudng dén, theo doi, kiém tra, don dbc cac co quan, ban, nganh,
dia phuong, cac t6 churc, doan thé, doanh nghiép thuc hién nghiém tic K& hoach
nay; tham muu t& chirc so két, tong két thuc hién K& hoach theo quy dinh.
~ Trong qué trinh tridn khai néu o6 khé khan, vuéng méc dé nghi bdo cdo vé
Tiéu ban Chi dao An toan, an ninh mang tinh Binh Dinh (qua Phong An ninh chinh
ri noi bd, Cong an tinh; Dau mbi lién hé: D/c Trung ta Mai Hong Thén% ;
0934124237) dé tng hop, theo ddi, bdo cdo Chi tich UBND tinh chi dao./ L 1

ngri ngiiiné e Vo KT. TRUONG TIEU BAN
- Ban Chi dao quoc gia (A05); . 5 i f
- Thuong truc Tinh ty; (dé b/cdo); PHO,[TII;[ITI (().)’S ((}} gli%%BAN

- Chti tich UBND tinh;

- Chc DPlc Phé Truong TBCD (dé ph/hop, chi dao);
- Cac S@, ban nganh;

- UBND céc huyén, thi x&, thanh phd;

- Pai PTTH Binh Pinh; "
- Béo Binh Dinh;

- Ngan hang Nha nudc chi nhanh Binh Pinh;

- Céc doanh nghiép vién thong, CNTT;

- VP UBND tinh; P
- Luu: VT, CAT(P.ANCTNB), PDL.. .bwg"



